[image: ]
[image: ][image: ]
[image: ]
[image: ]
[image: ][image: ][image: ]
[image: ]
[image: ][image: ][image: ][image: ][image: ]
[bookmark: _GoBack][image: ]

image6.png
« > 0 a o

H O Type here to search

20ma

Didu 8. Cdc hinh vi bj nghiém cAm vé an ninh mang.
1. Sir dyng khong gian mang dé thy hign hinh vi sau diy:
‘a) Hamh vi quy dinh tgi khoin 1 Didu 18 ciia Lut ndy;

) T chitc, hogt dng, chu két, xii give, mua chue, I gat, 16i ke, dio tgo,
‘hudin luyén ngudi chéng Nhi nuge Cong hoa x& hoi chi nghia Viét Nam;

©) Xuyén tac lich st, phi nhin thinh ty céch mang, pha hogi khoi dgi
doin két todn diin tde, xic pham ton gido, phin bigt dbi xir vé gidi, phin bigt
ching the;

) Thong tin sai sy thit gy hoang mang trong Nhin ddn, gy thiét hai cho
hogt ddng kinh té - xa hi, gly khd khiln cho hogt ddng cia co quan nhi nuce
hofic ngudi thi hinh cong vy, xdm pham quyn v gi fch hop phap o
18 chire, o nhan khic;

) Hogt d9ng mai ddm, 1§ ngn x& hdi, mua bén ngudi; ding ti thong tin
dim 6, dbi tryy, i dc; phi hoyi thuln phong, mg tye cta din e, dgo e xi hoi,
sirc khde cia cdng ddng;

) Xl giye, 161 kéo, kich dgng ngusi khdc pham t9i.

2. Thye hién thn cdng mang, khiing b mang, gidn digp mang, 101 pham mang;
ghy sy o, thn cong, xm nhfp, chiém quydn didu khidn, lm sai 1gch, gidn dogn,
ngumg tr, 18 1igt hofic phé hogi hé théng thdng tin quan trong vé an ninh qude gia.

3. Sin xullt, da vio sir dyng cong cy, phuong tign, phin mém hofie 6
hnh vi cdn trd, ghy rdi logn hogt ddng ciia meng vién thong, meng Internet,
mgng méy tinh, h¢ théng thong tin, hé théng xir 1y vi didu khibn thong tin,
phuong tign dign s phit tén chuong trinh tin hoc gy hai cho hogt dong cia
‘mang vién thong, mgng Internet, mang mdy tinh, h§ théng thong tin, h théng
it Iy va didu khién thong tin, phuong ti¢n dign tir; xAm nhip tréi phép vio mang
viln thong, mang mdy tinh, h§ théng thong tin, h théng xir Iy va dibu khién
théng tin, o sé d ligu, phvong tign dign 1 cia ngudi khc

4. Chéng lgi hofic ciin trd hogt dgng ctia lye lugng bio v§ an ninh mang;
thn cong, v0 higu héa tréi phép lujt lam mét thc dyng bign phép bdo v§ an ninh mang.

5. Lgi dyng hofic lam dyng hogt dong bio v§ an ninh mang dé xim pham
chil quyén, lgi fch, an ninh quéc gia, trit ty, an todn xA hdi, quyén va Igi ich
g phip c

0 quan, 18 chire, cé nhin hofic dé tryc loi.

6. Hnh vi khic vi pham quy dinh cia Lujt niy
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Didu 9. Xir Iy vi phgm phép lugt vé an ninh mgng

Ngubi o e hinh vi vi pham quy dinh cda Lugt ndy thi tly theo tih chit,
mite d vi pham ma bi xi 1y k9 ludt, xit 1y vi phem hinh chinh hofic bf truy ciru
trich nhi¢m hinh sy, néu gy thiét hi thi phai bdi thutmg theo quy dinh cia
phip lujt

Churong 11
BAO Vi AN NINH MANG DOI VOI HE THONG THONG TIN
QUAN TRONG Vit AN NINH QUOC GIA

Dibu 10. 1§ thng thbng tin quan trgng v an nink quée gia

1. Hg théng thong tin quan trong v& an ninh quéc gia 1 0ng tin
Khi bj sy, xim np, chidm quyén didu khidn, lam s 1gch, gidn dogn, ngung tré,
t, t4n cdng hofic phd hogi s& xam phgm nghiém trong an ninh mang.

2.8 théng thing tn quan rong vb a ninh qubo gi beo gdon

8) Hé théng thang tin qudn sy, an ninh, ngogi giao, oo yéu;

b) Hé théng thong tin I e, xiv I théng tin thuge bi mt nh nute;

) H théng théng tin phye vy hvu gitt, bio quin hién vt ti ligu c6 gié tf
de bigt quan trong;

d) He théng thong tin phye vu bio quin vit ligu, chit diie bigt nguy hidm
@i v con ngudi, mdi trurdmg sinh théi;

d) Hg théng thong tin phyc vy béo quén, ché tgo, quan 1y co s vt chit
diic biét quan trong khéc lién quan dén an ninh quée gia;

) Hé théng thong tin quan trong phyc vy hoat dong ciia co quan, 18 chitc
& trung vong;

£) He thing thong tin qudc gia thude linh vye ning ligng, Wi chinh,
ngin hing, vién thong, giao thong vin tai, th nguyén va mdi trudme, hoe chit, y té,
vin héa, béo chi;

1) HS théng didu khikn vA gidm sét ty dfng tal odng trinh quan trong
lién quan dén an ninh quée gia, myc tiéu quan trong v& an ninh quéc gia.
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3. This twéng Chinh phi ban hinh va sira 481, bd sung Danh myc hé théng
théng tin quan trong v an ninh qube gia.

4. Chinh ph quy dinh vige phéi hop gitta B§ Cong an, B§ Quée phong,
B Thong tin va Truyén théng, Ban Cor yéu Chinh phi, céc B4, nganh chitc niing
trong vige thdm dinh, dénh gid, kiém tra, gidm sét, (mg phé, khiic phye sy cé
861 véi b théing théng tin quan trgng v& an ninh quo gis

Didu 11. Thm djnh an ninh mgng a6i véi h§ théng thong tin quan trong.
vhan ninh quéc gia

1. Thim djnh an ninh mang 13 hogt dgng xem xét, dénh gid nhimg ndi dung
b an ninh meng 48 lim co 88 cho vido quyét dinh xby ding hofo ning ckp
¢ théng thong tin.

2, éi tugng thim dinh an ninh meng dbi véi h thing théng tin quan trong
v& an ninh quée gia bao gdm:

1) Bio céio nghién cru tién kha thi, hd so thiét ké thi cong dy dn dhu tr
iy dyng b théng thong tin truée khi phé du

b) b dn ning cbp hg théng thong tin trwde khi phé duyf
3. Noi dung thim djnh an ninh mang a8 véi hg théng thong tin quan trong
4 an ninh qubs gia bao ghen:

) Vie tuin thi quy dinh, didu kign an ninh mang trong thiét ké;

b) Sy phi hop véi phuong i bio v, tmg pho, khiie phyc sy cb v bé trf
nhin Iyo bio vé an ninh mang,

4, Thim quyén thim djnh an ninh mang d6i véi h§ théng thong tin quan trong.
v& an ninh quéc gia duge quy dinh nhu sau:

o) Lyc lugng chuyén tréch bio v¢ an ninh mang thude BO Cong an
thim dinh an ninh mang d8i véi h¢ théng thong tin quan trong vé an ninh
quée gia, trix trurdmg hop quy dinh tai diém b va diém ¢ khoin ndy

b) Lye lugng chuyén trich bio v§ an ninh mang thude B Quéc phong.
thém dinh an ninh mang d8i véi h§ théng théng tin quén sy;

) Ban Coryéu Chinh phi thim dinh an ninh mang 461 v61 h¢ théng thong tin
coyéu thude Ban Cor ybu Chinh phi

ivéi

Didu 12, Dénh gi didu kign an ninh mang A § théng thong tin
quan trong v& an ninh quéc gia

1. Diinh gid didu kign v& an ninh mang 13 hogt ddng xem xét sy dép (mg
v& an ninh mang ciia h théng thong tin trude khi dua vao vin hanh, sir dung.
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2. H6 théng thong tin quan trong v& an ninh qube gia phii dép g cic
didu kign sau day vé:

a) Quy dinh, quy trinh v phuong dn bio dim an ninh mang; nhin sy
vin hinh, quén trj h§ théng;

b) Béo dim an ninh mang dbi véi trang thiét bi, phin cimg, phin mém 1
thanh phin h¢ théng;

<) Bign phip k9 thuft dé gidm sét, bio vé an ninh meng; bién phép bio
hé théng dibu khién vA gidm sit ty dong, Internet van vilt, hé théng phirc hop
thye - &, dién ton dém may, h théng dt ligu 16n, hé théng At liu nhanh,
bé théng trf t

hin t30;

) Bién phip bio dim an ninh vit 1y bao gbm cich ly
chéng rd ri di ligu, chéng thu tin, kiém soét ra vilo,

8 1p de bist,

3. Thim quyén dénh gié didu kign an ninh mang d6i v6i hé théng thong tin
quan trong vé an ninh qude gia duge quy dinh nhu s

4) Lyo lugng chuyén trich bio v§ an ninh mang thuge BY Céng an
dénh gid, chimg nhin i didu ki¢n an ninh mang d8i véi h¢ théng théng tin
quan trong v& an ninh quée gia, trir treimg hop quy dinh tai diém b va didm ¢
khoin ndy;

b) Lyc lugng chuyén trich bio vé an ninh mang thude BY Quéc phong.
dioh git chimg i b idn an ninh mang 661 v61 b théng thng tin qun

¢) Ban Co yéu Chinh phit dénh gié, chimg nhin & diéu kign an ninh
‘mang di vi b théng thong tin co yéu thuge Ban Co yéu Chinh phi.

4. H théng thng tin quan trong vé an ninh qubc gia duge dua vio
sir dyng sau khi duge chiig nhin ¢ diéu kign an ninh mang.

hinh,

5. Chinh phi quy dish chi tiét khoin 2 Didu niy.

Pidu 13. Kiém tra an ninh mang a6i véi b thng thang tin quan trong

vban nin qube ga

1. Kiém tra an ninh mang 1 hoat ddng xdc dinh thyc trgng an ninh mang.
cila hé théng théng tin, co s& ha tng h§ théng théng tin hoe thong tin duge
liru trl, xi I, truyén dua trong hé théng thong tin nhim phong ngira, pht hién,
xit Iy nguy co de doa an ninh meng vA dua ra céc phung dn, bién php bio dim
hogt dgng binh thubmg cia hg théng thong tin.
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 2.Kiém tra an ninh mang i véi h¢ théng thong tin quan trong v& an ninh
qubc gia duge thye hién trong trromg hop sau day:

&) Khi dua phuong tién dién tt, dich vy an todn théng tin mang vio sir dyng
trong hé théng théng tin;

b) Khi 66 thay
©)Kiém tra dinh ky hing nfim;

hign trang h¢ théng thong tin;

d) Kiém tra 49t xuft khi xdy ra sy o6 an ninh mang, hanh vi xém pham
an ninh mgng; khi ¢6 yéu chu quin 1y nha nude v& an ninh mang; khi hét thi
hen khiic phyc diém yéu, 18 héng bio mjt theo khuyén cdo cia lyc lugng
chuyén trich bio v an ninh mang.

3. Pi tugng kiém tra an ninh mgng d8i véi hé théng théng tin quan trong
vb i iz ol gia beo ghen:

s) Hé théng phin cimg, phin mém, thiét b s dge si dyng trong b8 théng
thong tin;

b) Quy dinh, bign phép bio v an ninh meng;

©) Théng tin duge hwu trit, xit 1y, trayén dua trong h¢ théng thong tin;

) Phusong dn mg phs, Ko phy s an nih mang eta ch quin b théng
thong tin;

) Bign phép bio v§ bf mft nha nudc vi phdng, chéng 19, mét bf mjt
nha mude qua cée kénh kg thuft;

€) Nhan Iye bio vé an ninh mang,

4. Chi quin h¢ théng théng tin quan trong vé& an ninh quéc gia c6
tréch nhiém kiém tra an ninh mang d8i v6i h¢ théng théng tin thugo pham vi
quin Iy trong truémg hop quy dinh tai cdc diém a, b v ¢ khoin 2 Pibu niy;
thdng béo két qua kiém tra biing vin bin truée thang 10 hing nim cho lyc lugng
chuyén trdch béo vé an ninh mang thude BO Cong an hofc Iy lugng chuyén trich
béio vé an ninh mang thuge B Quéc phong abi véi he théng thong tin quin sy.

5. Kiém tra an i mang dot xult d6i v6i hé théng thong tin quan trong
vh an ninh quée gia duge quy dinh nh sau:

) Trude thi diém tién hanh kiém tra, lye luong chuyén trich bio v
trich nhi¢m thong béo bng van bin cho chi: quén hé t

an ninh mang
théng tin it nhét 13 12 git trong trudmg hgp Xy ra sy c6 an ninh meng, hanh vi
X pham an ninh meng; it nhit 14 72 gids trong truong hop o6 yéu chu quin Iy
nhd nuée v& an ninh mang hofic hét thoi han khic phuc diém yéu, 16 héng
bio mit theo khuyén céo cila Iyc lugng chuyén trich bio vé an ninh mang;
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b) Trong thoi han 30 ngdy ké tir ngay két thic kiém tra, lyc lugng
chuyén tréch béo v& an ninh mang thing béo két qua kidm tra va dua ra yéu clu
d6i véi chi quin hé théng thang tin trong trromg hop phat hign diém yéu,
‘héng béo mit; huéng din hofc tham gia khéc phyc khi c6 d& nghj cia chit quin
hé théng théng tin;

©) Ly lugng chuyén trich bio vé an ninh mang thuge B Céng an
kiém tra an ninh mang a9t xult 48i véi hé théng thong tin quan trong v an ninh
quée gin, ri h théng théng tin qudn sy do B Quéc phong quin I, hé théng
thdng tin co yéu thude Ban Co yéu Chinh phd vi sin phim mét ma do Ban Co yéu
Chinh phi cung obp dé bio v théng tin thude b mt nhd .

Lye lugng chuyén tréch bio v an ninh mang thuge BY Quéc phong kiém tra
an ninh mang A9t xudt i v6i h théng thong tin quin sy

Ban Co yéu Chinh phi kiém tra an ninh mng dgt xut dbi v b théng
thong tin co yéu thuge Ban Co yéu Chinh phi va sin phim mit ma do Ban Co yéu
Chinh ph cung cip 08 bio vé thong tin thude bi m nha maée;

d) Chit quin h¢ théng thong tin quan trong vé an ninh quée gia o8
trich nhi¢m phdi hop v Iy hrgng chuyén trich bio v an ninh mang tién hinh
kiém tra an ninh mang 40t xudt

6. Kt qui kilim tra on ninh mang duge bo mft theo quy dinh cia phép luft

Dibu 14, Gidm st an
v an ninh quéc

mang a6i véi b théng thong tin quan trong

1. Gidm sét an ninh mang I hogt gng th thip, phin tich tinh binh nhim
dinh nguy co de doa an ninh mang, s ¢4 an ninh mang, diém yéu, 18 hing
bito mét, mi dgc, phin cimg ddc hai dé cinh béo, khic phye, xir 1.

2. Ch quén ¢ théng thong tin quan trong vé an ninh quéc gia chi tr,
phéi hop véi Iyc lugng chuyén tréch bio vé an ninh mang 6 thim quyén
thudmg xuyén thye hién gidm sit an ninh mang d8i v6i hé théng thong tin thude
pham vi quan I§; xdy dyng co ché ty cinh biio v tiép nhn cinh béo vé nguy co
de doa an ninh mang, sy ¢ an ninh mang, diém yéu, 13 héng bio mit, ma doc,
phin cimg de hai v d& ra phuong én img pho, khic phyc khin cp.

3. Lyc lugng chuyén trich bio vé an ninh mang thye hién gidm sit
an ninh mang di véi hé théng thong tin quan trong vé an ninh quée gia thuge
pham vi quin I; cénh bio va phéi hgp véi chi quin hé théng théng tin trong
Khiic phyc, xit 1y cdc nguy co de doa an ninh mang, sy cb an ninh mang,
diém yéu, 15 héng bio mdt, ma doc, phin cimg dac hai xéy ra a8 véi bg théng
théng tin quan trng v& an ninh quéc gia
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Didu 15. Ung phé, khile phye sy cb an ninh mgng abi véi h§ thing
thdng tin quan trong vé an ninh quée gia

1. Hogt dgng timg ph, khic phc su o an ninh mang d6i véi hé théng
thong tin quan trong vé an ninh qué gia bao gbm:

8) Phat hi¢n, xéc dinh sy ¢4 an ninh mang;

b) Bio v¢ hign trubmg, thu thip chimg cs;

) Phong tda, giéi han pham vi xdy ra sy o6 an ninh mang, han ché thigt hai
do sy cb an ninh mang gy ra;

d) Xie dinh mye tiéu, dbi tugng, pham vi cdn img ciru;

) Xéic minh, pha tich, dénh gid, phin logi sy ¢6 an ninh mang;

¢) Trién khai phuong én (mg phé, khc phyc sy c6 an ninh mang;

) Xéc minh nguyén nhin v truy tim ngudn gdc;

h) Didu tra, xir 1 theo quy dinh ciia phép lugt

2. Chi quin h¢ théng théng tin quan trong v& an ninh quéc gia xdy dyng
phuong n img pho, khic phyc sy ¢6 an ninh meng d6i véi hé théng théng tin
thuge pham vi quin 1Y; trién khai phuong dn (mg pho, khiic phye khi sv of
an ninh mang xdy ra vi kip thi bio cdo v6i lye lugng chuyén trich bio v
an ninh mgng c6 thim quyén,

3. Didu phbi hogt dgng img phé, khilc phyo syt c§ an ninh mang 46 véi
1é théng thong tin quan trong vé an ninh quéc gia dwge quy dinh nhy sau:

a) Lyc lugng chuyén trich bio vé an ninh mang thuge BY Cong an
chil tri didu phéi hogt ddng tmg phd, khic phye sy ¢ an ninh mang xdy ra
dbi véi hé théng thong tin quan trong vé an ninh qudc gia, trix truimg hop quy dinh
tai diém b va diém ¢ khoin ndy; tham gia img phé, khiic phyc sy o6 an ninh mang
abi v6i hé théng thong tin quan trong vé an ninh quéc gia khi ¢ yéu clu;
thong bio cho chi quin hé théng théng tin khi phit hién cd thn cong mang,
#3768 an ninh mang;

b) Lyrc lugng chuyén tréch bio vé an nich mang thube BY Quée phong
chi trl didu phéi hogt dgng img pho, khiic phyc sy ¢§ an ninh mang xdy ra
61 v6i hé théng thong tin quin sy;

¢) Ban Co yéu Chinh phi chi tri dibu phéi hoat dfng img phé, khic phye
sy o an ninh mang xdy ra d6i v6i hg théng théng tin co yéu thudc Ban Co yéu
Chinh phi,

4, Co quan, tb chitc, cd nhin c6 tréch nhi¢m tham gia img phé, khic phyc
sy c6 an ninh mang xdy ra déi véi h¢ théng thong tin quan trong v& an ninh
qube gis khi 6 yéu chu cia e lugng chi tr didu phéi.

*

*®

Q) ENG

2

10/





image13.png
< - O @

H O Type here to search

20m:

13

Chrong 110
PHONG NGUA, XU LY HANH VI XAM PHAM AN NINH MANG

Dibu 16. Phong ngirs, xr 1§ thong tin trén khing gian mang ¢ i dung
tuyén truyén chdng Nhi nute Cng hoa xi hi chii nghia Vigt Nam; kich ding
giy byo logn, phi r6i an ninh, gy rdi trit ty cong chngs lim nhye, va khbng;
im phm trjt t quin Iy kinh 6

1. Thng tin trén khong gien mang <6 nji dung tuyén trayén ching
Nhi nuée Cong hoa x& hoi chi nghia Vigt Nam bao gdm:

) Tuyén truyén xuyén te, phi béng chinh quyén nhin din;

b) Chién tranh tam 1, kich dgng chién tranh xdm luge, chia ¢, gy thd hin
gitta cde ddn the, tn gido vi nhin din e nude;

©) Xt phgm din thc, quée k¥, qubc huy, qubc ca, Vi nhin, linh tp,
danh i, anh hiing dén te.

2, Thing tin trén khong gian mang c6 ndi dung kich dong gy bgo logn,
phi r6i an nish, gy rdi trft y cdng cdng bao gom:

a) Kéu goi, vin dgng, xii giye, de doa, gly chia 18, tién hinh hogt dgng
Vil trang hofc ding bgo Iy nhim chéng chinh quyén nhan din;

b) Keéu goi, vin dong, xti giye, de doa, 10} kéo ty tip dong ngudi gy réj,
chéng ngudi thi hinh cong vy, can trd hogt ddng cla ca quan, tb chirc gy mét
én dinh v an ninh, trit .

3. Thong tin trén khéng gian mang c6 ndi dung m nhye, vu khéng bao ghm:

) Xtic pham nghiém trong danh dy, uy tin, nhan phm ciia ngubi khic;

') Thong tin bia dit, sai s thft xém pham danh dy; uy tin, ahi phim

hofc gdy thiét hei dén quyén va Igi ich hop phip ciia co quan, 18 chire,
cé nhin khic

4. Théng tin trén khng gian mang c6 ndi dung xim pham trit t quin 1y
kinh té bao gbm:

) Thong tin bja dft, sa sy thft v sin phim, hing hoa, tidn, i phidu,
tin phiu, cong tréi, séc vA cd loai gidy t c0 gid khie;

b) Thong tin bia dft, sai sy thit trong linh vy (i chinh, ngin hing,
thuong mei dign 1, thanh toéin dign c, kinh downh tién , huy dong vén,
kinh doanh da cép, chiing khotin

5. Thong tin trén khong gian mang c6 ndi dung bia dit, sai sy thi
gy hoang mang trong Nhin dén, gay thiét hai cho hogt dong kinh 1€ - xa hoi,
gy kho khin cho hogt ddng cia cor quan nhi nude hofe ngudi thi hanh cong vy,
xim pham quyén v lgi ich hgp phép clia co quan, 16 chirc, & nhén khéc.
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6. Chil quén h¢ théng thong tin c6 tréich nhi¢m trién khai bi¢n phép quén 1y,
X9 thult dé phong ngira, phit hién, ngin chin, g bd thong tin o6 ndi dung
quy dinh i cde khoin 1, 2, 3, 4 vi 5 Didu ndy trén h¢ théng théng tin thuge
‘pham vi quan 1y khi 6 yéu cdu cia lye hrgng chuyén trich béo vé an ninh mang.

7. Ly lugng chuyén trich bdo vé an nish mang vi co quan 6
thim quyén dp dyng bign phép quy dinh tai cée diém b, i vi 1 khoin 1 Didu 5
ciia Lugt ndy dé xr Iy thong tin trén khong gian mang c6 ndi dung quy dinh tai
cic khoin 1,2, 3, 4 va § Piéu ndy.

8. Doanh nghiép cung cdp dich v trén mang vién thong, mang Intemet,
eéo dich vy gia ting trén khong gian mang va ch quin hd théng thing tin 6
{réch nhitm phél hop véi oo quan chio nling xt 1y thing tn trén khng gitn mang
6 ndi dung quy dinh ti cdc khoin 1, 2, 3, 4 va 5 idu ndy.

9T chitc, cé nhén sogn thio, dling ti, phét tén thong tin trén khong gian
‘mang 6 nji dung quy dinh tai cde khodn 1, 2, 3, 4 vi 5 Dibu ndy phii g0 bd
thong tin khi c6 yé
chiu trfch nhi¢m theo quy dinh cia phip luft.

chu cia lye lugng chuyén trich bio vé an ninh mang v

Didu 17, Phong, chéng gidn difp myng; bio v§ thong tin thuge bi mit
uhi nute, bi mjt cdng tic, bi mjt kinh doanh, bf mit ci nhin, bi mjt
gin dinh vi A s6ng riéng tu trén khong gian mang

1. Hinh vi gidn diép mong; xAm phem b mAt nhd nude, b mit cong té,
bi mit kinh doanh, b mt cé nhin, bf mit gla dinh vA dbi séng riéng tw trén
khong gian mang bao gbm:

) Chiém dogt, mua bén, thu gitt, ¢ ¥ lam 1§ thong tin thude bi mét nhi nude,
bi mit cong téc, bi mft kinh doanh, bi mit cf nhn, b mit gia dinh vA dbi séng
riéng tur gy dnh huéng dén danh dy, uy tin, nhén phim, quyén va lgi ich bop phép
cita co quan, td chirc, cd nhén;

) Cby xba, lim hur hémg, tht ac, thay di théng tin thude bi mt nha mute,
bi mit céng téc, bi mat kinh doanh, bi mt c4 nhin, bi mdt gia dinh vi doi séng
riéng tur duge truyén dua, hvu trit trén khong gian mang

) C6 ¥ thay @i, hity bo hofic 1am vo hi¢u héa bién phép k§ thuit duge
Xy dung, &p dung dé bio vé thng tin thude bi

nha mude, bi mt cong tic,
bi mét kinh doanh, bi mjt cd nhan, bf mét gia dinh va ddi séng riéng t;

d) Dua lén khong gian mang nhimg thong tin thude bi mdt nhi nute,
bi mit cong tic, bi mt kinh doanh, bf 3t cé nhin, bi mat gia dinh v dbi s
ritng tu tréi quy dinh cia phip ut;
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@) C4 ¥ nghe, ghi m, ghi hinh tréi phép cdc cuge dim thogi;

) Hanh vi khdc o8 y xm pham b mft nha nu6e, bi mit cdng tc, bi mit
Kinh doanh, bf m{t ¢4 nhan, bi mit gia dinh va ddi séng riéng tu.

2. Chi quin h théng thong tin cd tréch nhiém sau diy:

4) Kiém tra an ninh meng nhim phét hign, logi bd ma doc, phin cimg
ddc hai, khic phyc diém yéu, 18 héng bio mit; phat hign, ngin chin vi xit 1
cée hogt dgng xim nhip bit hop phép hofie nguy ca khdc de doa an ninh myng;

b) Trién khai bign phép qudn 1y, k§ thujt dé phong ngira, phit hign,
ngin chin hinh vi gién dip mang, xim pham bi mit nhd nude, bi mit céng thc,
b mit kinh doanh, bi m{t cé nhin, bi mit gia dinh vi ddi séng riéng t trén
hé théng thong tin va kip this g0 bd thong tin lién quan dén hanh vi ndy;

<) Phéi hgp, thye hign yéu clu cia lye lugng chuyén trdch an ninh mang
vé phong, chéng gidn digp mang, bio v§ thong tin thude bi mit nha nude, bi mit
c6ng tdc, bi mit kinh doanh, bi mft ¢4 nhin, bi mt gia dinh vi dii séng riéng
trén h théng thong tin.

3. Cor quan sopn thio, luu trt thong tin, thi 1igu thude bi mit nhi nud c6
trich nhigm bio v¢ bi mt nhi nue duge sogn thio, lwu gitt trén méy tinh,
thiét bj khéc hofic trao ddi trén khong gian mang theo quy dinh clia phip lujt vé
bio v bi mit nhd nude.

4,B) Cong an 6 trich nhigm sau ddy, trr quy djnh tai kb
Dibu ndy:

5 vi khoin 6

a) Kilm tra an ninh mang d6i véi hé théng thong tin quan trong vé
an ninh quéc gia nhim phét hidn, logi bd ma dde, phin cimg dde hai, khic phyc
didm yéu, 18 hdng bio mft; phit hign, ngan chin, x Iy hogt dong xam nhip
bilt hop phip;

b) Kiém tra an ninh mang i véi thiét bi, sin phim, dich vy thong tin
lién lac, thiét bj kg thugt sd, thiét bj dién tir truée khi dua vio sir dyng trong.
h théng théng tin quan trong vé an ninh quée gia;

©) Gidm sét an ninh mang d6i v6i h¢ théng théng tin quan trong v&
an ninh quéc gia nhim phét hién, xir Iy hoat dong thu thip tréi phép thong tin
thuge bi mét nha nuéc;

d) Phat hién, xir Iy céc hanh vi ding tii, luu trif, trao ddi wéi phép
théng tin, tai iéu o8 ndi dung thude bi mit nhi nude trén khéng gian meng;
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QUOC HOT CONG HOA XA HOI CHU NGHIA VIET NAM

e ljp- Ty do -

h ph
Luft sb: 247201 8/QH14 -

LUAT
AN NINH MANG

Can it Hidn phéip mude Cgng hoa xa hgi chii nghia Vigt Nam;

Qude hgt ban himh Ludt An ninh mang,

Chuong I
(/NG QUY DINH CHUNG

Di chinh

Luft niky quy dinh vé hogt ddng bio v an ninh qube gia va bio dim trft ty,
an todn xA hoi trén khong gien mang; trdch nhi¢m cia co quan, tb chr, cd nhin

Didu 2, Gidi

Trong Luft ndy, cée tir ngtt dudi ddy duge hidu nhy sau

1. An ninh mang 1 sy bito dim hogt dgng trén khong gian myng khong

glly phuong hyi dén an ninh qude gia, trit ty, an todn xi hoi, q
hop phip cta co quan, tb chire, cd nhin.

2. Bdo v an nink n

1 phng ngira, phdt hign, nghn chin, xir I hinh vi
im phym an ninh mony

3. Khin g 14 mang luti kit nbi ¢
théng tin, bao gbm mong vidn théng, meng Inter
théng tin, h théng xt 1y va didu
thye hign céc hinh vi xi hoi K

4. Khong
quinly v kifm sodt,

la 0 56 hy thng cong nght

, mang miy tinh, b théng
it ligu; 1 noi con ngudi
18 bi gi6i han boi khéng gian va thoi gian,

mang quée gia 1o khong gian mang do Chinh phi xéc ljp,

5. Cor 56 ha

héng gian mang qude gia 1 hé théng co s6 vit chit, ky
n dua, thu thip, Xt 1Y, linu trt v trao dBi thong tin trén

thugt dé tgo lip, tru

Khong gian mang quée gia, bao gém:
a) H théng truyn dlin bao gdm h¢ théng truyén din quée gia, hé théng
truyén din két néi quéc té, b thing
ip dich vy trén mang vién thong, mang Intemet, cdc dich vy gia ting tén

tinh, b thén

ruyén din cia doash nghigp

khong gian meng;

. 729PM
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) Hé théng céc dich vy 16i bao gdm hé théng phén ludng va didu hutng
théng tin quée gis, hé théng phén gidi tén mibn qubc gia (DNS), hé théng chimg
thye quée gia (PKI/CA) va hé théng cung cfp dich vy két néi, truy cip Internet
cia doanh nghiép cung cp dich vy trén meng vién thong, mang Interet, cdc
dich vy gia ting trén khong gian mang;

©) Dich vy, iimg dyng cong nghé théng tin bao gbm dich vy trye tuyén;
iing dyng c0ng ngh thong tn o6 két nbi mang phye vy quin 1, didu hinh cia
cor quan, 1 chie, tp dodn kinh t, ti chinh quan trong; co'sé di itu quée gis.

Dich vy trye tuyén bao gbm chinh phi diga b, thuong mai dién tt, trang
théng tin dign tl, difn dan trye tuyén, mang x& hoi, blog;

d) Co s&s hy ting cng nghé thdng tin cla 6 thj thong minh, Internet van vit,
hé théng phirc hop thye - do, dién todn dém mdy, hé théng di ligu 1én, b théng
it liéu nhanh va hé théng tf tug nbén to.

6. Céng két ndi mang quée té 14 noi difn ra hogt dong chuyén nhin
tin hi¢u mang qua lgi gitta Viét Nam va cdc quéc gia, ving lanh thd khéc.

7. 761 pham mang 14 hinh vi sit dyng khong gian mang, cdng nght thong tin
hofic phuong tién dién tir dé thye hign t9i pham duge quy dinh i BO lujt Hinh sy.

8. Tdn cong mang 1 hinh vi sit dyng khong gian mang, cong nght thong
tin hofic phuong tién di¢n tir dé phé hogi, ghy gidn dogn hogt dong cila mang.
Viln thang, mang Internet, mang miy tinh, hé théng thong tin, hé théng xir 1y v
didu khién thong tin, co s& dit liu, phuong tign dién tir.

9. Khing b4 mang 1 vige sit dyng khong gian mang, cdng ngh thong tin
‘hofic phuong tién dién tr d& thy hi¢n hanh vi khing bd, thi trg khing bb.

10. Gidn digp mang 14 hinh vi c6 ¥ vugt qua cénh béo, m truy clp,
miit mé, tudng lia, st dyng quyén quén trj cia ngudi khéc hofic bing phuong
thire khéc @8 chiém doat, thu thip tréi phép thong tin, tai nguyén thong tin trén
myng vifn thdng, mang Internet, mang méy tinh, h théng thong in, hé théng xi
1y v didu khién théng tin, co s6 dt gy, phuong tign dién tir cia ca quan, 13
chite, cé nhin.

11. Tai khodn 56 14 thong tin ding \img thyc, xdc thyc, phin quyén
sir dyng e (g dyng, dich vy trén khong gien mang.

12. Nguy co de dpa an ninh mang I tsh trang Khong gian mang xuét hién
ddu higu de doa xdm pham an ninh qubc gia, gy t6n hai nghiém trong trt t,
an toan xa hdi, quyén va Igi ich hop phép cia co quan, 1 chirc, cé nhén,

13. S o an nink mang 1 i viés bt ngd xdy ta trén kbong gian meng
i pham an i qube g, 3t t,an todn xa hdi, quyén vA i fh hop phip
clia co quan, té chirc, ¢ nhén.
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14, Tink hudng nguy hidm vé an ninh mang 1A sy vige xiy ra trén khong
gian myng ki c6 hinh vi xim phem nghiém wong an ninh qudo gia, gty tén hai
df bigt nghiém wong tit ty, an toin x& hoi, quydn va loi fch hp phip cia
c0 quan, b chitc, o nhin

Pibu 3. Chinh sich cita Nhi nute vé an ninh myng

1. U tién bio v& an ninh mang trong qubc phong, an ninh, phét tridn
kin té - x& hdi, khoa ho, cong nghg va d6i ngosi

phuong hel dén
, trt t, an toka XA b, quyn vA i fch hop phép e ca quan,

2. Xiy dyng khong gian mang linh manh, khong g
A ninh quéc g

1 chirc, cé nhin

3. U tién ngudn Iye xly dymg lyo lugng chuyén tréch bao vé an ninh mgng;
nlig cao ning Iy cho Iy lugng bio vé an ninh mang vi tb chic, cf nhin
ham gia bio v§ an ninh myng; w tién dbu t cho nghién ciu, pht trién khoa hoe,
cong nght dd bio v an ninh mgng

4. Khuyén khich, o didu kign d 1 chic, c& nhin tham gia bio v
an ninh mang, xi 1Y cfc nguy co de doa un nish mang; nghién cir, phét uidn
cOng nghy, sin phm, dich vy, (mg dyng nhiim bio vé an ninh meng; phdi hop
véi 0o quan chi nl trong bio v an ninh men

5. Ting cubmg hop the qube té vb an ninh mang.
Didu 4. N

yén the bio vi an ninh mang

1. Tutin th Hién phdp va phdp luft; blo dim lgi fch cia Nhi nirde, quyén
vi Igi h hgp phép eba co quan, tb chirc, ¢ nhin,

2, Dyt duéi sy linh dgo clia Ding Cng sin Vigt Nam, s quin 1§ thing
nhft cda Nha nuée; huy dong sirc manh tng hop cila hé théng chinh trj
Vi todn dén ge; phit huy vai trd nong cbt cta e lugng chuyén trich bilo v
an ninh myng,

3. Két hgp chiit ché gitta nhi¢m vy bio v§ an ninh marig, bio vé h§ théng
hong tin quan trong v& an ninh qube gia véi nbigm v phit trién kinh té - X hoi,
blo dim quyén con nguvi, quybn cong din, tyo dibu kién cho co quan, t chic,
i nhin hot d9ng trén khong gian mang

4. Chi dong phong ngira, phét hién, ngan chiin, dfu tranh, lam thit bei
mol hoat dong sir dyng khing gian mng xAm pham an ninh qude gia, trt by,
i hdi, quydn va lgi fch hop phip cla co quan, td chirc, ¢4 nhin;
sing ngin chin chc nguy co de doa an ninh mang,

5. Tridn khai hogt dgng béo v an ninh mang d8i véi co sor h ting khong.
gian mang qube gia; ép dyng céc bign phip bo vé hé théng théng tin quan trong
v& an ninh quéc gia,
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6. H§ théng thong tin quan trong v& an ninh qube gia duge thim dinh,
chimg nhin i diéu kign vé an ninh mang truto khi dua vio vin hank, sit dyng;
thuimg xuyén kiém tra, gidm sét v an ninh mang trong qué trinh st dyng v

Kip thoi tmg phd, kb phyc sy o an ninh mang,

7. Mol hinh vi vi phem phép ot v8 an ninh meng phil duge xt 1 kip thé,
nghiém minh

pid

Bign phip bio v

ngng

phip bio v§ an ninh mang bao gdm:

o) Thim dinh an ninh mong;
) Dinh i didu kign an ninh mng;

) Kim tr

an ninh mang;
4) Gidm st an ninh mang

4) Ung pho, khilc phyc s c6 an ninh myng;
) D tranh bio vé an ninh myng;

) Str dyng mit mil dé bio v¢ thong tin mang;

1) Ngiin chin, yéu clu tsm ngimg, ngimg cung clp thong
dinh chi, tam dinh chi cé hogt dgng thilt 1ip, cung clp vi st dyng
vill thong, mang Internet, sin xuft v i dyng thit bi phit, thu phit séng v0 tuys
theo quy dinh cia phép ludt;

1) Yéu chu xéa bd, truy cdp x6a bd thdng tin tri phap lufit hojic thdng tin
sai sy thit trén khong gian mang xm pham an ninh quéc gia, tedt ty, an toin
& hi, quydn v li fch hap php i oo quan, 1 chitc, cé nhd;

k) Thu thip d ligu di¢n tir lién quan dén hogt dgng xdm pham an ninh
qube gia, trht ty, an tok x& b, quyin v li fch hop phép cia co quan, b chtc,

cd nhiin trén khong gian mang;

1) Phong tda, han ché hogt dgng cta hé théng thong tin; dinh chi, tam dinh
chi hofie yéu cdu nglmg hogt ddng cla h théng thong tin, thu hdi tén mibn theo
quy dinh cla phip luft;

m) Khai 6, didu tra, truy 6, xét xir theo quy dinh cla BY lujt T6 tung
hinh st

1) Bién phip khéc theo quy djnh cta phép luft vA an ninh qubc gia, phép lujt
Vit 1y vi pham hinh chivh.
2. Chinh ph quy dinh trnh ty, thi te dp dyng biga phip bdo v§ an ninh mang,

trirbign phép quy dinh tai &
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Dibu 6. Bo vé khong gian mgng qube gia

Nha nude ép dyng cée bién phép dé bio vé khong gian mang que gia;
phong ngira, xi I hanh vi xAm pham an ninh quée gia, trit ty, an todn XA hdi,
quyén va Igi fch hop phip cita co quan, tb chirc, cé nhn trén khong gian mgng

Pibu 7. Hyp tic quéc té vé an ninh myng,

1. Hop tée quée 16 v an ninh mang duge thye hién trén co s ton trong
dde 14p, chid quyén va todn ven linh thé, khong can thiép vdo cong vige ndi b
clia nhay, binh ding v cing ¢ lgi

2. Noi dung hgp tic qubec té v an ninh meng bao gy

) Neghién etru, phin tich xu huéng an ninh men

b) Xiy dyng co ché, chinh sich nhim dly manh hop tée giva 1 chic,
cblin Vgt Nam véi 1§ chitc, cé nhin nude ngoti, 1 chite qube t hogt dong vé
an ninh mang;

) Chin s thong tn, kiah nghigm; h tr o tgo, rang thit bi, cdng nght
bio v an ninh mang;

) Phong, chéng th] pham mang, hish vi xim phgm an ninh mang; ngin nglra
cdc nguy co de dow an ninh mang;

d) Tu viin, dio tgo va phit tridn ngudn nban lye an ninh mang;
©) T chire hoi nghi, hi thio v din din qubc té v an ninh mang;

@)Ky kbt va thye hign didu wée qubc té, tha thugn qubc 16 v& an ninh mang;

1) Thye hién chuong trioh, ds dn hgp the quée t v& an nish mng;

) Hogt ddng hop the quéc té khdc v& an ninh mang.

3. BO Cong an chiu trich nhigm truée Chinh phil chi tl, phéi hop
hye hién hop to qube té v an ninh mang, tris hogt ddng hap the qube 1 cln
B Qube phin,

BO Qubc phong chju trich nhid
1 v& an ninh mang trong pham vi quin .

truge Chinh phi thye hign hop tic quéc

B0 Ngoai gino ¢ trich nhiém phéi hop v6i B6 Cong an, BY Quée phang
trong hopt 8dng hop te qube th v an ninh mang.

Trubmg hgp hgp the qube té vé an ninh mang c6 lién quan dén trich nhigm
cia nhiéu B, nginh do Chinh ph quyét dioh.

4. Hoat dong hgp téc quéc té v& an ninh mang cda BY, nganh khic, cla
in tham gia § kién clia B§ Céng an trrde khi trién Khai,
trir hogt ddng hop te quée té cia BY Quée phong,
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