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b) Ung dyng, trién khai phuong én, bién phép, cong nghé bao vé an ninh
mang déi v6i hg théng théng tin va théng tin, tai lidu duge hwu tri, sogn thio,
truyén dua trén hé théng théng tin thuge pham vi quén I;

©) T chirc bdi dudng kién thire v& an ninh mang cho cén b, cdng chic,
vién chite, nguvi Iao ddng; ning ceo ning e bio vé an ninh mang cho lye lugng
bio vé an ninh mang;

@) Béo vé an ninh meng trong host dgng cung clp dich vy céng trén
Khong gian mang, cung cdp, trao di, thu thip thong tin v6i co quan, 1 chtc,
cé nhin, chia sé thong fin trong ndi b V& v6i co quan khéc hofe trong hogt ding.
khic theo quy dish cta Chish ph;

@) Phu t, xay dumg ha thag co s vt chit phi hop v didu kiga bio dim
trién khai hogt dng béo v& an ninh mang d8i vdi hg théng théng tin;

) Kiém tra an ninh mang d5i v6i hé théng thong tin; phong, chéng hanh vi
vi pham phép lugt v& an ninh mang; img phé, khic phyc sy c§ an ninh mang.

2. Nguéi dimg dhu co quan, th chitc c6 trich nhi¢m trién khai hoat déng.
bio v§ an ninh mang thude quyén quinly,

Didu 24, Kiém tra an ninh mang A1 v6i hé théng thong tin cia

o quan, b i kg huge Danh myc b thing thong i quan trong vé
an ninh qubc gia

1. Kiém tra an ninh mang d8i v61 hé théng thong tin cia cor quan, t chire
Khong thuge Danh myc hé théng théng tin quan trong vé an ninh qude gia trong
trudmg hop sau day

a) Khi 6 hanh vi vi pham phap lugt v& an ninh mang xém phgm an ninh

e gia h

c gay tén hai nghiém trong trit t, an todn XA hOi;
b) Khi ¢ d& nghj cita chit quén h¢ théng thong tin.
2. Db tugng kiém tra an ninh mang bao gém:

2) Hg théng phin clig, phin mém, thiét bi s6 duge sir dyng trong b théng
théng tin;

g théng tin;

b) Thng tin duge L i, x 19, truyén dua trong b t

©) Bién phép bdo vé bi mét nhi nuée va phong, chéng 10, mét bi mit
b nurde qua céc kénh ky thuit

3. Chis quin h§ théng théng tin e6 tréch nhiém thong béo cho lye lugng
thuge BO Cong an khi phét hién hah vi
nh

chuyén trich bio vé an ninh mang
vi pham phép lugt vé an ninh mang t

héng thong tin tude pham i quinl
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4. Lyc lugng chuyén tréch béo v an ninh mang thuge BY Cong an tién hinh
Kiém tra an ninh mang di véi hé théng thdng tin cia co quan, 18 chire trong cic
trudmg hop quy dinh tpi khodn 1 Piéu nay.

5. Trude thiri diém tién hanh kiém tra, lyc lugng chuyén tréch bio vé an ninh
‘mang thong béo biing viin bin cho chil quin h§ théng thong tin it nhét 1a 12 gicr.

Trong thdi han 30 ngly kb i ngly Kt thic kidm wa, Iy lugng
chuyén trich bio v an ninh mang théng bio két qua kidm tra va dua ra yéu chu
d6i véi chi quin h# théng thang tin trong tnrimg hop phit hién diém yéu, 13 hing
bilo mit; huéng din hofe tham gia khic phyc khi o6 dd nghi cia chi quin
hé théng thong tin

6. Két qui kiém tra an ninh mang duge bio mit theo quy dinh ctia phép luft

7. Chinh phi quy diah trinh t, thi tye kidm tra an ninh mang quy dinh tei
Didundy.

Dibu 25. Bio v§ an ninh mang adi véi co si hy thng khong gian mang
qube gin, cbng két néi myng quée 16

1 m\u vé an ninh mang 46i véi co s hy thag khong gian mang qum, gia,
cdng két nbi mang quée 16 phii bio dim két hgp chit ch¥ gitra yéu chu bio vé
an ninh mang vl yéu chu phit trién kinh té - xa hoi; khuyén khich edng két nbi
quéc té djt trén linh thd Viét Nam; khuyén khich 8 chirc, cd nhdn tham gia
dhu tue xdy-dyng co s& hg thng khong gian mang qubc gia.

2. Co quan, 1 chire, cé nhin quin 1, khai thic co s& ha tng khing gian
mang quée gia, cdng két ndi mang quéc té ¢6 tréch nhi¢m sau day:

) Béo vé an ninh mang thuge quyén quén 1y; chiu sw quin 1y, thanh tra,
kiém tra va thye hién cdc yéu chu vé bio vé an ninh mang cila co quan nha nude
o6 thim quyd

b) Tao dibu kién, thye hién cdc bign phap k9 thult, nghiép vu cin thiét dé
o quan nha mréc o6 thim quyén thye hi¢n nhiém vt bio vé an ninh mang khi
<6 db nghi.

Didu 26. Bio dim an ninh théng tin trén khong gian mang

1. Trang thng tin dign t, cng théng tin dign tix hofic chuyén trang trén
meng i hoi cla co quan, 1§ chit, cd nhin Khing duge cung clp, ding i,
ruyén dua théng tin c6 ndi dung quy dinh tai chc khoin 1,2, 3,4 va § Dibu 16
cila Lujt niy va thong tin khdc o ndi dung xém pham an ninh qubc gia.
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Doash nghidp trong muée va ngodl mude cung cbp dich vy trén
& théng, mang Intemet, cio dich vy gia ting trén khong gian mang
0l Vigt Nam o6 trch nhigm sau ddy

mang

4) Xée thye théng tin khi ngudi ding ding ky i khoin s6; bio mt
thong tin, thi khoin cia ngudi ding; cung edp thing tin ngudi ding cho lye lugng
chuyén trich bio v§ an ninh mang thude B Cong an khi c6 yéu chu bing
viin bitn @b phyo vy dibu tra, xi 13 hinh vi vi pham phip luft vb an ninh meng;

b) Ngin chiin vige chia sé thong tin, x6a bd thong tin c6 ngi dung quy dinh
i cde khoin 1, 2,3, 4 vi § Didu 16 i Luft ndy trén dich vy hole hé thing
in d“m.wn 1 chie try tiép qun Iy chi

6 yéu chu cia e lugng chuyén tich bio v an inh mang thude B Cong an
ol cor qus

n quydn ciin B Théng tin vA Truyén thing va I nhit ky
phyc vy didu tra, Xt 1y hiah vi vi pham phip luft v& an ninh mang
trong thi gian theo quy diah cita Chinh phi;

he théng dé

) Khong cung cdp hojc ngimg cung cp dich vy trén mang viéh thong,

mang Internet, cdc dich vy gia ting cho tb chitc, ¢ nhin dling ti trén khong
glan mqng théng tin c6 i dung quy dinh tai cde khon 1,.2,3, 4 vi § Dibu 16
cla Lut nly khi c6

thuge BY Cong

u el oda Iy lugng chuyén rich blo v

an ninh myng

ok co quan cé thim quyn cda BY Thing tin va Truydn théng

3. Doanh nghidp trong muée va ngodi nute cung op dich vy trén
mang vidh théng, mang Internet, céc dich vy gia ting rén khong gian mang tyi
Vit Nam c6 hogt ddng thu thip, khai thic, phin tich, xir 1y do ligu vé théng tin
i nhén, d 1w v8 mdi quan h cla ngudi sir dung dich vu, @ ligu do ngudi
i dyng dich vy tai Viét Nam tgo ra phii lwu trit dir ligu ndy tai Vigt Nam
trong thdi gian theo quy dinh cia Chinh phi.

ol nude quy dinh tai khoin ndy phéi dit chi nhinh hofe
n tai Viét Nam,

vin phong dal d
4. Chinh phi quy st chi tét Khoin 3 Didu ndy.

pitu 27, Ngh

1. Ngi dung nghién ciru, phit trién an ninh mang bao gdm:

) Xiy dyng hé théng phin mém, trang thiét bi bio v¢ an ninh mang;

) Phuong phip thim dinh phin mém, trang thiét bj bio vé an ninh mang
dat chudn v han ché tén ti diém yéu, 18 héng bio mit, phin mém doc hai

) Phuong phép kiém tra phin cimg,

phin mém duge cung cbp thye hién

g chitc ning;
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d) Phuomg phép bio v bi mit nhi nucie, bi mt céng téc, bi mit kinh doash,
bi mft cd nhin, bi mit gia dinh vi ddi sbng riéng tu; khil niing bio mft khi
truyn dua théng in trén khong gian meng;

) Xée dinh ngudn glc ciia thong tin dge truyén da trén khong gian m

©) G quyét nguy co de doa an ninh mang;

) Xdy dyng thao trubmg meng, mo trudng this nghiém an ninh mang;
) Séng kién k§ thuft ning cao nhdn thirc, k§ ning vé an ninh mang;
i) Dy béo an ninh mang;

k) Nghién ciru thye tidn, pht trién 1 lufin an ninh mang.

2. Co quan, 3 chitc, cé nhdn 6
an ninh mgng.

i quan 6 quyén nghién oy, phit wridn

Didu 28, Ning eao niing lye ty chil vd an ninh mong

1. Nhi nuée khuyén khich, tgo didu ki¢n dé co quan, 1§ chirc, cé nh
g cao nling Iy ty chi vé an ninh mang v ndng cao khi ning sin xuft,
kiém tra, dénh gi, kiém dinh thiét bj s6, djch vy mang, img dyng mang.

2. Chinh phis thye hign céc bién phifp sau day dé ning cao nting Iyc ty: chi
& an ninh mang cho co quan, t chic, cé nhdn:

8) Thicc dy chuyén giao, nghién ciru, 1am chi va phit trién céng ngh,
sin phém, dich vy, img dung dé bio v§ an ninh mang;

b) Thile dy tmg dyng cdng ngh¢ mi, cong ngh¢ tién tién lién quan dén
an ninh meng;

) Té chire ddo tgo, phét trién va sir dyng nhén lyc an ninh meng;

d) Ting cudmg méi trutmg kinh doanh, cii thign diéu ki¢n canh tranh
18 trg doanh nghiép nghién iy, sén xudt san phim, dich vy, tmg dung 6 béo v&
an ninh mang.
Dibu 29. Bio v§ tré em trén khong gian mang
1. Tré em c6 quyén duge bio vé, tiép cdn thong tin, tham gia hoat dong
vui choi, gidi trf, gitt bf mét c4 nhan, ddi séng riéng tu v cdc quyén khic
tham gia trén khong gian mang.

2. Chii quén hé théng thong tin, doanh nghiép cung cép dich vy tr
mang vién théng, mang Internet, céc dich vy gia ting trén khong gian mang
6 tréch nhiém kiém sodt ndi dung thong tin trén h¢ théng thong tin hofc
trén dich vy do doanh nghiép cung cép dé khong gdy nguy hai cho tré em,
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xim phem dén tré em, quyén tré em; nglin chfn vide chia sé vi x6a b thong tin
6 ndi dung ghy nguy hai cho e em, xim phem dén wé em, quybn tré em;
kip théi thang bio, phéi hop véi Iy lugng chuyén tréch bio v§ an ninh mang
thuge B Cong an db xi 1.

3. Co quan, td chire, c4 nhin tham gia hogt ddng trén khong gian mgng c6
trch nhigm phéi hop véi co quan o6 thim quydn trong bao dim quybn cta tré
em trén khong gian mgng, ngtin chin thong tin c6 ndi dung ghy nguy hai cho
{rd em theo quy dinh cla Lut ndy va phip huft vb trd em.

4. Co quan, t chic, cha me, gido vién, ngudi chiim séc tré em vi cd nhin
Khc lién quan 6 tréch nhiém bio dim quyén cla tré em, bio v tré em khi
tham gia khong glan mang theo quy djnh cia php luft v tré em

5. Lyt lugng chuyén trich bio vé an ninh mang vi cé co quan chic ning
o6 trich nhiém dp dyng bign phip db phong ngi, phét hién, nglin chin, X Iy

nghiém hich vi s dyng khong glan mang ghy nguy hal cho rd em, xim pham
dkn tré em, quybn b em

P
BAO DAM HOAT DONG BAO VE AN NINH MA

g V

Didu 30, Lye lagng bilo vi

ninh myng
1. Ly hugng chuyéntrich b v an i mang duge b trf ti B Cong an,
B0 Quc phong.

2, Lye lugng bio v an ninh mng duge bé el tai BY, nginh, Uy ban

i din el tinh, co quan, 1 chic quin § trys tiép b théng thong tin quan trong
i an nioh qubo gin.

3,78 chitc, cd nhin duge huy dgng tham gia bio vE an ninh mang.

Didu 31, Bilo dim ngu

o lyre biio v§ an ninh

ang

an todn thong tin

1. Cong din Vig thire v an ninh mang,

mang, cdng nght thong tin 1 ngudn Iy co bin, chi yéu bio v¢ an ninh mang,

2. Nhi nude o6 chuong trinh, ké hogch xé
bito v an ninh mng.

dyng, phit o

ngubn nhin lye

3. Khi xdy ra tinh hubng nguy hiém v& an ninh mang, khing b6 mang,
thn cong mang, sy b an ninh mang hofe
nha niée ¢6 thim quyén quyét dinh huy &

guy ca de doa an ninh mang, co quan
in Iye bio vé an ninh mang

H O Type here to search @) me "

10/




image11.png
« - 0 a o

H O Type here to search

20ma

2%

Thim quydn, tréch nhiém, trinh ty, thd tye huy dgng nhin Iyc bio vé
an ninh mgng duge thye hién theo quy dinh cia Luft An ninh qubc gia,
Lujt Qube phong, Lugt Cong an nhin din vi quy dinh khic cia phép lu

<6 lién quan.

Didu 32.

uykin chon, dho tyo, it rii Iy g b vian

h myng

1. Céng din Vigt Nam c6 d tiéu chudn v& phim chit dgo ditc, sitc khoe,
trinh 4, kién thire v& an ninh mang, an ton théng tin mang, cong nght thong tin,
o6 nguyén vong thi ¢6 thé duge tuyén chon vio Iye hugng bio vé an ninh mang,

2. Uu tién ddo tgo, phit trién lye lugng bio v§ an ninh mang c6
chéit lugng cao.

3. U tién phit trién co s& ddo tgo an ninh mang dat tiéu chuln quée té;
Kkhuyén khich lién két, tgo co hdi hop the v& an ninh meng gida khu vyre
nhi nuée v khu vire tur i, trong nude v ngodi nude.

Dilu 33, Giko dye, b dutmg

thike, nghifp vy an ninh m

1. Noi dung gido dye, bdi dudng kién thirc an ninh meng duge dua vio
mon hoe gido dyo qube phong vi an ninh trong nhh trubmg, chuong trinh
b1 dutng kién thite quéc phong vi an ninh theo quy dinh ciia Luft Gido dyc
qubo phong vi an nish,

2. BY Cong an ch s, phéi hop V61 B, nginh c6 litn quan 1b chirc
bdi dudmg nghigp vy an ninh mgng cho lye lugng bdo vé an ninh mang vi

cOng chire, vién chite, nguti Iao dgng tham gia bio vé an ninh mang,

B Qube phong, Ban Co yéu Chinh phi 18 chite bdi dubmg nghiép vy
an ninh mang cho dbi tugng thuge phym vi quin 1.

Didu 34, Ph bién kin thire v& an ninh myng

1. Nha nuée ¢6 chinh séch phd bién kién thirc vé an ninh mang trong
pham vi i nude, khuyén khich co quan nhd nuée phéi hop véi t§ chie
tu nhén, ¢4 nhin thye hign chuong trinh gido dyc va ning cao nhin thire vé
an ninh mang.

2. B, nginh, co quan, tb chitc ¢d tréch nhigm xdy dyng vi trién khai
boat ddng phd bién kién thire vé an ninh mang cho cén b, cdng chire, vién chirc,
ngui lno ddng trong B, nganh, ca quan, t chirc.

3. Uy ban nhin din cfp tinh c6 trich nhigm xiy dung va witn Khai

g cao nhin thite vé an ninh mang cho ca quan,

hogt ddng phd bién kién thirc,
16 chi, cé nhin cia dia phon,
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Didu 35. Kinh phi bilo v§ an ninh mgng

1. Kinh phi bio v& an rinh mang cda co quan nhi nude, tb chic chioh trj
do ngdn sich nha nuge béo dam, dwge b tri trong dy todn ngin séch nhi nuée

g nm. Vie quin 1, sir dyng kinh phi tl ngén séch nh nuge thye hign theo
quy djnh cla phép lujt v& ngdn sich nha nude.

2. Kish phi béo v an niah mpng cho by théng thdng tin ola ca quan,

1 chite ngodi quy dinh tai khoin 1 Biéu ndy do co quan, t chirc t bio dim.

Chuong VI
TRACH NHIEM CUA CO QUAN, TO CHUC, CA NHAN

Di

36. Trich nhigm ciia B Cong an

B Céng an chiu trich shigm trude Chinh phi thye hién quin 1y nha nuée
v& an ninh mang va c6 nhi¢m vy, quyén hgn sau ddy, trir ndi dung thuge tedch
nhi¢m ca B Quée phong v Ban Co yéu Chinh ph

1. Ban hanh hofe trinh o quan nhi nuée c6 thim quybn ban hanh vi
hung dfin thi hinh vin bin quy pham phip luft vé an ninh mang;

2. Xty dyng, &b xut chién luge, chi truong, chinh sdch, ké hogch v
phuong n bilo v§ an ninh mang;

3. Phong ngira, dfu tranh véi hogt dong sit dung khong gian mang
xim phgm chi quydn, lgi fch, an ninh quc gia, trit ty, an toin xi hoi vi
phong, chéng t91 phem meng;

4. Bio dim an ninh thong tin trén khong glan mang; xy dyung co ché
i thye thong tin ding ky tai khoin s6; cinh bio, chia sé thong tin an ninh mang,
nguy co de doa an ninh mang;

5. Tham muny, @& xut Chinh ph, Thil tuéng Chinh phil xem xét, quyét dinh
vide phin cong, phéi hop thye hién cde bién phip bio vé an ninh mang,
phong ngia, xir 1y hinh vi xm pham an ninh meng trong trutmg hop ndi dung
quén 1y nhd nude lién quan dén pham vi quin 1y cia nhibu BY, nganh;

6.°T chic dién tip phong, chéng thn cong meng; dién thp g pho,
Kidc phyc sy cb an ninh mang dbi véi h théng théng tin quan trong vi
an ninh qudc gia;

7. Kibm tra, thanh tra, gidi quyét khiéu ni, 16 c4o va xir Iy vi pham php lujt
v an nish mang,

H O Type here to search LARENS m7





image13.png
« - 0 a o

H O Type here to search

20m:

Didu 37. Trich nhi¢m ciia B} Quée phong

Bo Quéc phong chiu trich nhigm truce Chinh phil thye hign quin Iy
‘nha muée vé an ninh mang trong phgm vi quén 1§ va c6 nhigm vy, quyén han sau day:
Ban hinh hodc trinh co quan nha nuée ¢6 thém quydn ben hinh vi
hwéng din thi hinh vin ban quy pham phép lujt vé an ninh mang trong pham vi
quinly;

2. Xy dyng, @& xult chién luge, chi truomg, chinh sich, ké hoach va
phueng én bio vé an ninh mang trong pham vi quin 15

3. Phong ngira, dfu tranh véi céc hogt dong sit dung khong gien mang
xém phm an ninh qube gia trong pham vi quén I

4. Phéi hop véi BY Cong an 1b chiro din 1gp phing, ching tin
cong meng, dién tip tmg pho, khic phye su cf an ninh mang di vé
théng tin quan trong vé an ninh qudc gia, trién khai thyc hién cong téc bio vé
an ninh mang;

5. Kiém tra, thanh tra, gidi quyét khiéu nai, t8 cdo va xir I vi pham phép
Iujt vé an ninh mang trong pham vi quén 1.

Didu 38, Trich nhi¢m ciia B§ Théng tin

1. Phéi hop véi BY Cong an, B3 Qube phong trong béo vé an ninh mang.

Truyén thong

2. Phéi hop v cée co quan lién quan tb chic tuyén truydn, phin bic
théng tin ¢6 ndi dung chéng Nha nuc Cong hoa xd hdi chi nghia Vigt Nam
quy dinh ti khodn 1 Piéu 16 clia Lut ndy

3. Yéu chu doanh nghigp cung chp dich vu trén mang vién thong,
mang Internet, cée dich vy gia tang trén khong gian mang, chi qun b thing
théng tin logi bé théng tin ¢ ndi dung vi pham phép lugt v& an ninh mng trén
dich vy, hé théng théng tin do doanh nghi¢p, co quan, t chire tryc tiép quin 1y

‘Didu 39. Trich nhigm ciia Ban Co'yéu Chinh phit

1. Tham mu, db xult BY trutmg B9 Qube phong ben hish hofe tish
¢ quan c6 thim quyén ban hinh vi 16 chitc thy hién vin bin quy phem
phép luft, chuong trinh, ké hoach vé mft ma dé béo v an ninh mang thude
pham vi Ban Co yéu Chinh phi quia 1.

2. Bilo v§ an ninh mang dSi vSi h§ théng thong tin ca yéu thuge Ban Ca yéu
Chinh pht va sén phim mt md do Ban Co yéu Chinh phi cung cdp theo
quy dinh cia Lujt ndy.

3. Théng nhit quin 1y nghién ciru khoa hoc, cong nght méit m?
sit dyng, cung cfp sin phim mit ma dé bio v§ thong tin thude bi mit nha nude
duge 1, trao di trén khong gian mang.

xuft,
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Didu 40, Tréch nhi¢m ciia B3, nganh, Uy ban nhin din cdp tinh

Trong phgm vi nhigr

vy, quyén han cla minh, BY, nginh, Uy ban
shén déin chp tinh c6 tréch nhigm thye hién céng tc béo vé an ninh mang déi véi
théng tin, hé théng théng tin thude pham vi quin 1f; phéi hep véi B Cong an
thy hién quia 19 nha e v an inh mang cia BY, nginh, dia phucng

Didu 41. Trich nhifm cia doanh nghigp cung cfp dich vy trén
Khéng gian mang

1. Doanh nghiép cung cfip dich vy trén khing gian mang tai Vigt Nam c6
trich nhigm sau diy

a) Céinh bdo kha ning mét an ninh mang trong vige sit dung dich vy trén
Khong gian mang do minh cung o v huéng din bién phép phong ngira;

) Xy dymg phong in, g phép phin (g shash v6i st 6 an ninh maag,
xir 1§ ngay diém yéu, 15 hing bio mit, mi dic, tin cong mang, xim nhip mang
va rii ro an ninh khic; khi xiy ra sy c6 an ninh mang, ngay 1gp tirc trién khai
phuong, én khin cdp, bién phép (g phé thich hop, ddng thdi blo céo véi e lugng
chuyét trich béo v ar nish mgng theo quy dinh cia Lujt iy}

©) Ap dung céc gidi phép k§ thudt vi céc bién phap chn thiét khdc nbim
bio dim an ninh cho qué trih thu thfp thing tin, ngin chin nguy o 10, lot
o hai hoic mt di ligu; tnrémg hop xdy ra hoe c6 nguy co xéy ra sy o 10, lot
tbn hai hogc mét dit ligu thong tin ngudi sir dyng, cén 14p tire dua ra gidi phép
{mg phé, ddng thoi thang béo dén ngudi sir dung va b cho v6i e lugng
chuyén trich béo v¢ an ninh mang theo quy dinh cia Luft i

d) Phéi hop, tao didu kign cho lyc hugng chuyén tréch béo vé an ninh mang
trong béo vé an ninh meng.

2. Doanh nghiép cung cfp dich vu trén mang vién thong, mang Interner,
i dich vy gia ting rén khong gian mang tai Vigt Nam co tréch nhiém thye hién
quy dinh tai khon 1 Pitu ndy, khodn 2 vi khodn 3 Didu 26 cia Lujt ndy.

Dibu 42. Trich nhigm cia co quan,  chic, ci nhin si dung
Khing gian mang

1. Tuén this quy dinh ciia phép it v& an ninh mang.

2. Kip thos cung cfp thng tn lién quan dén bio v an ninh mang, nguy co
de doa an ninh mang, himh vi xim phem an ninh mang cho co quan c6 thim quyén,
Ize zgmg béo vé an nirh mang.

3. Thye hién yéu cAu v huéng déin cita co quan o6 thim quyén trong béo vé

it &5, 1o i Kién cho co quan, 1 chi va gt ¢ trich nbifm
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Churong VII
PILU KHOAN THI HANH

Didu 43. Higu lye thi hanh
1. Lugt ndy ¢6 higu Iy thi hinh tirngdy 01 théng 01 ném 2019.

2. Hg théng thong tin dang vn hiah, st dyng duge dua vio Danh mye b
théng thong tin quan trong vé an ninh quéc gia thi trong thdi han 12 thng ké tir
gy Lut ndy o higu Iy, chi quin hé théng thang tin c5 trich nhiém bio dim
b didu Kién an ninh mang, Iy lugng chuyén trich bio vé an ninh meng dish
i dibu kién en ninh meng theo quy diah tai Bibu 12 cla Luft ndy; truémg hop
cin gia han do Thil tudng Chinh phi quyét dinh nhung khong qué 12 théng,

3. Hé théng théng tin dang vn hinh, sk dyng dzge bb sung vio Danh
‘myc h¢ théng thong tin quan trong vé an ninh quéc gia thi trong thdi hgn 12
thing ké tir ngdy dge bd sung, chit qun h¢ théng thong tin c6 tréch nhigm bio
dim a4 didu kign an ninh mang, Iy lugng chuyén trich bo vé an ninh mang
dish gié dibu kién an nink mang theo quy dish tgi Dibu 12 cia Lugt niy; trubng
hop cln gia han do Thii tuéng Chinh phis quyét djnh nhung khong qué 12 théng.

Lugt nity doge Qube hi meie Cing hia xi hfi chi nghia Viét Nam Khia X1V,
19 hop thic 5 théng qua ngdy 12 thdng 6 néim 2013,

CHOTICH QUOC HOT
D ky: Nguyén Thi Kim Ngin _

VAN PHONG SAOY BAN CHINH ~

CHO TICH NUGC Ha Ngi, ngaySthing € nam 2018

56: 03 /SY-VPCIN
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) Tham gia nghién ciru, sin xult sin phm lwru tri, truyén dua thong tin,
i 1igu c6 ndi dung thude bi mit nha nuéc; sén phém ma héa théng tin trén
khong gian mang theo chitc ning, nhigm vy duge giao;

) Thanh tra, kiém tra cong tdc bio v§ bi mft nha nude trén khong gi
mang eda co quan nhi nwe v bio vé an ninh mang cla chil quin hé o
thong tin quan trong vé an ninh quéc gia;

&) T4 chiro o tgo,
bi m@t nhi nuGe trén khong gian mang, phong, chéng thn cng meng, bio vé
an ninh mang d6i v Iyo hugng bio vé an ninh mang quy dinh te khoin 2 Didu 30
ctia Luft iy,

g

1 huin ning cao nhfn thi v kidn thirc v8 bio vé

5. B Qubc phong o6 tréch nhigm thye hign céc ndi dung quy i tai cée
didm a, b, ¢, d, d vit e khoin 4 Didu ny d6i véi h¢ théng thong tin quén sy.

6. Ban Co yéu Chinh ph ¢4 trdch nhiém t8 chire thye hién cdc quy dinh
clia phép ludt trong viée sir dung mft ma dé bio vé thdng tin thude bi mt nhi
e durge hau i, trao ddi trén khong gian mang.

Dibu 18, Phong, chbng hanh vi sir dyng khong gian mang, cong nght
(hong tin, phrong tign dign ti a6 vi pham phép lujt vé an ninh qube gia,
trft ty, an todn xi hi

1. Hinh vi sir dyng khong gian mang, cong nght théng tin, phuong tién
dién tir 4B vi pham phép lugt vé an ninh quéc gia, trdt ty, an todn x4 hdi bao gbm:

) Ding t, phét t6n thong tn trén khong gian mang c6 ndi dung quy dinh
tai che khoan 1,2, 3, 4 vA § Diéu 16 va hinh vi quy dinh tai khoin | Pidu 17
ciia Luft niy;

b) Chiém dogt tai sin; td chirc dénh bac, dénh bac qua mang Intemet;
trém clip cute vién thong quc té rén nén Internet; vi pham bén quyén v 58
hitu trf tuf trén khong gian mang;

) Gid mgo trang thong tin dign tir ctia co quan, 1 chirc, cé nhin; 1am gid,
Iuu hinh, trdm cp, mua bén, thu thip, trao dbi tréi phép thong tin the tin dun
14 khodn ngan hing ciia ngudi khac; phét hanh, cung cp, sir dung tréi phép cdc
phuong tién thanh toén;

d) Tuyén truyén, quing cdo, mua bén hang hoéa, dich vy thude danh myc cim
theo quy dinh clia phip hudt;
) Huéng déin ngusi khéc thye hign hinh vi vi phem phép ludt;

) Hinh vi khc it dyng khong gian mang, céng ngh thon tin, phuong tén
dign tir d& vi pham phép ludt vé an ninh quéc gia, trdt ty, an todn xa h.
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2. Lye lugng chuyén tréch bdo vé an ninh mang c trich nhi

chéng hanh vi sit dyng khdng gian mang, cdng nghg thong tin, phuong ti¢n dign tir
& vi phgm phép lugt vé an ninh qubc gia, trit ty, an todn XA hoi.

m phong,

u 19. Phong, chéng thn c

1. Hinh vi thn cOng meng va hinh vi 6 lién quan dén thn cong myng

bao gm;

) Phit tin chuong trinh tin hoe gay hei cho myng vif thong, mang Intemet,
mgng méy tinh, b théng thong tin, hé thng xir 1y v dibu khiln thong tin, co s&
drligu, phuong tign dién t;

) Gy cn tr, rbi log, lhm @ 1, g doun, ngung trd host dong,
ngtin chiin tréi phép vige truydn dua d ligu cia mang villn thdng, mang Internet,
didu khién thong tin,

mgng mdy tinh, h¢ théng thong tin, h§ thng xir 1y v
phuang tién dign ti;

) XAm nhp, lim tbn hei, chiém dogt i ligu duge luu trt, truyén dua
qua meng viln théng, mang Interet, myng méy tinh, he théng thdng tn,
hé théng xir 1y va didu khiln thong tin, co s dit ligu, phuong tign dign tir;

) Xam nhfp, o ra hoje ki thkc didm yéu, 16 héng bio mit vi dich vi
1 théng d& chiém dogt thong tin, thu Igi bt chinh;

4) Sin xufit, mua bin, trao dbi, tling cho cong cy, thiét bi, phin mém c6
{inh nling tén cOng mang vién thong, mang Internet, myng my tinh, hé théng
hong tin, hé théng xir Iy v didu khién thong tin, co & A ligu, phuong tién
dign i 04 si dyng vio mye dich tr phip lujt;

©) Hinh vi khic ghy dnh hutng dén hogt dgng binh thuong cla mang
vilin théng, mang Internet, mang mAy tinh, hé théng thong tin, h thong xi 1y va
dibu khién thong tin, co sé At liu, phuong tin dign .

2. Chi quin hé théng thong tin cd trich nhiém ép dyng bign phip k thut
44 phong ngira, ngiin chin hanh vi quy dinh tai cde diém a, b, ¢, d vi ¢ khoin |
Dibu ndy 061 v6i hé théng thong tin thude pham vi quin 1.

3. Khi iy ra tén céng mang xim pham hofc de doa xim phem chd quyda,
gl fch, an minh quée gia, gly tn hei nghiém trong trdt w, an todn x& hi,
Ivc lugng chuyén trich bio vé an ninh meng ch trl, phéi hop Vi chi quin

hé théng théng tin va 18 chi, cé nhén c6 lién quan ép dung bién php xée dinh
éu chu doanh nghiép cung cép
ing trén khong

o o

ngudn gl cong mang, thu thip chimg
dich v trén mang vién thong, meng Tntemet, céc dich vy gia
gian mang chin loc théng tin 4 ngén chin, logi trr hinh vi thn
cung cdp dlly d, kip thori thong tin, tai ligu lién quan.

g mang VA
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4. Trich nhigm phang, chéng tén cong mang durge quy dinh nihu sau:

) BO Cong an chi tl, phéi hop v6i B, nghnh c6 lién quan thyc hign
cong téc phong ngira, phét hién, xt 1y hanh vi quy dinh tai khodn 1 iéu niy
xém pham hofic de doa xdm pham chil quydn, loi ich, an ninh quéc gia, giy
tbn hi nghiém trong trft ty, an toAn xA hoi trén pham vi c& mud, trir trromg hop
quy dinh tzi diém b va diém ¢ khoin niy;

b) Bo Quéc phong chi tr, phéi hop v6i B, nginh o6 lién quan thy hién
cbng tc phong ngira, phét hién, xir 1y hinh vi quy dinh tai khoin 1 Didu ndy d6i
véi h§ thong thong tin quin sy;

) Ban Co yéu Chinh phi chi tr, phéi hop v6i B, nghuh c6 lién quan
thye hign céng téc phing ngira, phit hign, xi Iy hanh vi quy dinh tai khoin 1
Didu ndy dbi véi hé théng thong tin co yéu thuge Ban Co yéu Chinh pha.

Didu 20. Phong, chéng khiing b6 mang

1. Co quan nha nuée cé thim quyén c6 trich nhi¢m &p dung bién phip
theo quy dinh cia Lut ndy, Didu 29 ctia Lujt An todn théng tin mang vi phip luit
& phong, chéng kiving bb dé xir I khiing b6 mang.

2. Chit quin h théng théng tin thudng xuyén ra sodt, kiém tra h¢ théng
thng tin thude pham vi quin I nhim logi trir nguy co khing b mang.

3. Khi phét hién dfu higu, hanh vi kiiing b8 mang, co quan, 1§ chirc,
cé nhin phéi kip thai béio cho lye hugng béo vé an ninh mang. Co quan tiép rhin
tin béo o6 tréch nhigm tiép nhin dly di tin béo vé khing b8 mang va kip thoi
théng béo cho lyc lugng chuyén trich bio vé an ninh mang.

4. B9 Céng an chi i, phéi hop véi BY, nganh c6 lién quan wién khai
céng tic phong, chéng khing b mang, ép dyng bién phép v6 hitu héa nguén
Kining bd mang, xit 1 khiing bé mang, han ché dén mirc thp nhéit hiu qua xiy ra
4bi véi hé théng thong tin, trix trudmg hop quy dinh tai khoan 5 va khoin 6
Didu ndy.

5. B Qubc phoag chi tl, phéi hep vdi BY, nganh c6 ién quan rién khai
cng tic phong, chéng khiing bé mang, & dung bién phép xtr I khing b6 mang
xiy ra d8i véi hé théng thong tin quin sy

6. Ban Co yéu Chinh phi chi tr, phéi hop v6i B, nginh c6 lién quan
trién khai cdng téc phong, chéng khiing bS mang, &p dung bién phap xir Iy khing bd
‘mang xiy ra dbi vi hé théng théng tin co yéu thuge Ban Coyéu Chinh phi.

tinh hubng nguy hiém v& an ninh mang

Diu 21. Phong ngira, xit

1. Tinh huéng ng
a) Xuét hién théng tin kich dong trén khong gian mang c6 nguy co xiy
bgo logn, ph rbi an ninh, khing

m v& an ninh mang bao gom:
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) Tén cdng vio hé théng thing tin quan trong vé an ninh qube gis;

©) Thn cong nhidu h§ théng thong tin trén quy md 1én, cutng 4§ cao;

T cbog mang nhim phi hy cong inh quan trong

an ninh quéc gia,
mye i quan trong vé an ni qube gis;

4 Tin cong mang xAm pham nghiém trong chi quyén, i fch, an ninh

qube gia; gy tn hai i bigt nghiém trong rt t, antodn x& hdi, quydn VA lgi fch

hop phép cia co quan, tb chite, o nhin

2. Trich nhif

quy dinh nhu sau

phéng ngira tinh hudng nguy hiém vé an ninh mang duge

4) Lyc lugng chuyén trich bdo vé an ninh mang phéi hp vél chi quin
hé théng théng tin quan trong vé an ninh qubc gia trién khai céc gidi phip k thuft,
nghiép vy dé phong nga, phit hign, xi 1§ tinh hung nguy hidm vé an ninh mang;

b) Doanh nghiép vién thong, Internet, cOng nght thong tn, doanh nghitp
cung cip dich vy trén mang viln thong, mang Internet, cée dich vy gia thng trén
Khng gian mang vA co quan, th chuc, ch nhdn o6 lién quan o6 trich nhigm
phéi hp v6i e lugng chuyén trdch bio v an ninh mang thudc B Cong an
{rong phong ngira, pht hién, xt I tinh hubng nguy hiém vé an ninh mang,

3. Bién phip xit Iy tinh hudng nguy hidm vé an ninh mang bao gdm:

4) Tridn khai ngay phuong én phong ngi, tmg pho khin cfp vé
an ninh mang, ngin chin, logi trr hofc gidm nhe thiét hoi do tinh hubng
nguy hiém v& an ninh mong gdy r;

b) Thong béo dén co quan, 1 chir, cé nhin c6 lién quan;

) Thu thip thong tin lién quan; theo ddi, gidm sét lién tyc dbi voi
tinh huéng nguy hidm vé un ninh meng;

d) Phin tich, dénh gid thong tin, dyt bdo khi niing, pham vi dnh hudng
v mito d thiét hi do tinh hubng nguy hidm vé an ninh mang gy ra;

) Netmg cung cp théng tin mang ta khu vyre oy thé hoc ngét cbng kit nbi
mang qubc té;

¢) Bb trf Iy lugng, phuong tén ngiin chi, logi bo tinh hubng nguy hidm
v an ninh mang;

) Bién phip khéc theo quy dinh

Lugt An ninh quée gia
4, Viée xit I tinh hubng nguy hibm v& an ninh mang duge quy dish
e sou:
) Khi phit hién tinh hubng nguy hiém v& an ninh mang, eo quan, té chitc,
i nhin kip thi théng bo cho Iy lugng chuyén trich bio vE an ninh mang vi
ip dung ngay céo bién phép quy dinh ta diém a vi diém b khodn 3 Pidu ndy;
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b) Thi wéng Chinh phi xem xé1, quyét dinh hofe dy quydn cho
BY truémg BY Cong an xem xét, quybt dinh, xi 1y tinh hubng nguy hiém vé
an ninh mgng trong phgm vi cé nuc hofe timg dja phuong hofic dbi véi mot
myo tiéu ey th

Ths tuéng Chinh phi xem xét, quyét dinh hoe by quyéin eho B tring
B Qubc phong xem xé, quyt diah, xi Iy tinh hubng nguy hids nink
mang am v6i h§ théng thong tin quan sy vi h§ théng thong tin co yéu thue
Ban Ca yéu Chinh phi;

©) Ly lumg chuyén trch bho v an nish meag .t phéi hp véi
o quun, 1 chi, f thin e i qun dp ding cdo bith phép quy dih
khoin 3 Didu ndy db xt 1§ tinh huéng nguy hidm v an ninh mang;

d) Co quan, t chiic, ¢4 nhan c6 lién quan 6 trich nhi¢m phdi hop véi
Ive lugng chuyén trich bio vé an ninh mang thye hign bign phip nhim
nglin chiin, it Iy tinh hubng nguy hiém vé an ninh mang.

Didu 22, Dhu tranh bio v§ an ninh myng

1. Diu tranh bio v an ninh meng 1 hopt d9ng o6 t chit do lye lugng
chuyén trich bio v an ninh meng thye hign trén khong gian mang nhim bio vé
an ninh qubc gla v bio dim trt t, an todn XA hi.

2, Ngi dung dhu tranh bio vé an ninh mgng bao gdm:

2318 chto nfn tih hinh o8 lén quan dén hopt d9ng b vé an ninh qubo gis

b) Phong, chéng thn cdng v bio v& hogt 4dng bn dinh cla hd théng thdng tin
quan trong v an ninh quéo gie;

©) Lam 18 ligt hojic han ché hopt ddng sir dyng khong gian mang
nhiim ghy phuong hyi an ninh qube gia hofic gy tdn hei diic bigt nghiém trong
it ty, on todn x4 hol;

d) Chi dgng thn cong v hiéu héa myc tiéu trén khong gian mang nhim
bito v an ninh qudc gia vi bio dim trft ty, an todn xi hoi,

3. B§ Cong an chi trl, phdi hgp véi BY, nginh 6 lién quan thye hign
fu tranh bio vé an ninh mgng,

Chuong IV
HOAT DONG BAO VAN NINH MANG

Didu 23, Trién khai hogt ddng bio v§ an ninh myng trong co quan
nhi nwdre, tb chire chinh trj & trung wong va dja phuong

1. N§i dung trién khai boat ddng bo vé an ninh mgng bao gdm:

Xity dyng, hodn thién quy dinh, quy ché st dyng mang mdy tinh ndi b,
mang miy tinh c6 két néi mang Intemet; phuong fn bio dim an ninh mang
61 v6i h théng thong tin; phuong dn (g phd, ki

iic phye sy ¢b an ninh mang;
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