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Ban hanh QUYET DINH 
Quy che bao dam an foal), an ninh thong tin trong host Ong u'ng 

dung cong nghe thong tin caa Nganh Giao dyc va Dao too 
Thanh ph6 Thu Dan MOt 

TRU'ONG PHONG GIAO DUC VA DAO TAO THANH PHO THU DAU MOT 

Can cu Quye't dinh so 03/2016/QD-UBND ngay 10/11/2016 caa Uy ban nhan 
dan thanh ph6 Thu Wu MOt ve vi'Oc ban hanh quy dinh chirc nang, nhiOm 
quy61 han va co cAu chirc cua Phong Gido dac va Dao tao thanh ph6 Thu DAu MOt; 

Can cu Luat COng nghO thOng tin ngay 29 thong 6 nom 2006; 
Can dr LI* An ninh mang ngay 01 thong 01 nom 2019; 
Can dr Nghi dinh so 64/2007/ND-CP ngay 10 thong 4 nom 2007 dm Chinh 

irng dung cong nghOs thong tin trong hoat dOng ca quan nha nuac; 
Cong van so 1881/UBND-TH ngay 01/8/2014 cua UBND thanh ph6 Thu D'Au 

MOt ye' vk'c quy dinh boo mat thong tin trong hoat Ong ca quan nha ntrac; 
Xet de nghi cua bo ph:an chuyen mon, 

QUYET DINH : 

Dieu 1. Ban hanh kern theo Quyet dinh na ninh thong tin trong hoat dOn 	
y "Quy the' boo dam an toan, an g 	cong nghe thong tin ciia Nganh Gido dac va Dao tao Thanh ph6 Thu Dail MOt" 

Dieu 2. Quy& dinh nay có hieu Itrc ke tir ngay k}%. 
Dieu 3. La'nh ciao, 

chuyen vien Phong Giao due va Dao tao; Hieu twan 
cac don vi chiu trach nhiOsm thi hanh guy& dinh nay./. 	

g 
 

Nai nhein: 

- Nhu Di&I 3; 
- Lanh ciao Phong GDDT; 
- Chuyen vien Phong GDDT; 
- Luu: VT, TCCB. 



QUY CHE 
Ve bao dam an toan, an ninh thong tin trong host dOng (mg dung ding nghO 

thong tin ctia Nganh Giao dyc va Dao too Thanh phii Thu DAu MOt 
(Ban hanh kern theo Quyk Binh sa460/QD-PGDDT ngayp-thcing 4 nom 2020 

cua Phong Gicio chic va Dao too Thanh pha Thit Dau MOO 

Chuang I 
QUY DINH CHUNG 

Dieu 1. Phym vi dieu chinh va cloi tinyng Ap dung 
1. Quy the nay dp dung ve cong tac bao dam an toan, an ninh thong tin 

trong hog &ling Ung dung cong nghe thong tin dm cac don vi tivc thuOc Nganh 
Gido dpc va Dao too Thanh phO Thu 1)&1 MOt va co quan Phong Giao dpc va 
Dao too (sau day goi tat Id don vi). 

2. Quy the nay thrge ap dung vai cac to chic, ca nhan lien quan den an 
toan, an ninh thong tin cila don vi. 
Dieu 2. Muc dich, nguyen tac d5m b5o an than thong tin 

I. Viec ap dung Quy the nay nham giam thieu &roc cac nguy co gay mkt 
an toan thong tin va dam bao an ninh thong tin trong qua trinh img dung cong 
nghe th6ng tin trong hog Ong dm cac don vi. 

2. Cac hoat Ong img dung cong nghe th6ng tin phai tuan theo nguy tac 
dam bao an toan thong tin &roc quy dinh tai dieu 41, Nghi dinh 64/2007/ND-CP 
ngay 10 thong 4 nom 2007 dm Chinh phu ve img dung cong nghe thong tin 
trong hog Ong cila co quan nha nuac. 

Chuang II 
QUY DINH DAM BAO AN TOAN THONG TIN 

Dieu 3. Ve quan IS,  can 14, cong chtk, vien chtk va ngtr?ri lao dOng 
1. Cac don vi phai xay dtmg cac yeti du, trach nhiem dam bao an toan 

thong tin di vai timg vi tri cong viec. Trtrac khi tiep nhan nhan str, cac don vi 
phai kiem tra kha nang dap ting cac yeu cau va an toan th6ng tin dm nhan sy 

2. Cac don vi phai thuang xuyen to chirc cac quan triet cac quy dinh ve an 
toan th6ng tin, nham nang cao nhjn thirc ve trach nhiem dam bao an toan thOng 
tin da timg ca nhan trong don vi. 

3. Thu hOi quyen truy cap cac he thOng thong tin, cac tai sin lien quan tai 
he thong thong tin di voi cac ca nhan nghi viec, chuyen cong tac. 
Dieu 4. Quin 15,  phong may chti 

1.Tity quy ma va dieu kien, don vi ca the xay dung phong may chu, trong 
do, cac thiet bi mang quan tong nhtr Wang lira (firewall), thiet bi dinh tuyen 

2 



(router), he th6ng may chit, N thing camera... dugc dat trong phong may chit 
va cac bien phap bao ve, ngan chan xam nhap trai phep vao phong may chit. 

2. Phong may chit dm cac don vi la khu vvc han the lief) can va dugc lap 
dat he thing camera giam sat. Chi nhfing ngu6i c6 trach nhiem theo quy dinh 

Hieu truong don vi mai dugc phep vao phong may chit. 
3. Qua trinh vao, ra phong may chit phai dugc ghi nhan vao nhat ky quan 

phong may chi'. 
4. Phong may chit' c6 he thong ltru dien dit cong suat va duy tri th6i gian 

hog dOng 	cac may chit t6i thieu 15 ph6t khi c6 sit co mat dien. 
Dieu 5. Phong chtong ma dec 

1. Tat Ca cac may tram, may chit dugc trang bi phan mem phan mem chting 
ma d6c. Cac phan mem phong ch6ng ma d6c dugc thiet lap the de to cap nhat; 
the d6 to quet ma d6c khi sao chep, m& cac tap tin. 

2. Cac can b6, cong chirc, vien chirc va ngtroi lao d6ng trong don vi ve 
phong ch6ng ma d6c, cac rui ro do ma d6c gay ra; khong dugc toy cai dac hoac 
g6 b6 cac phan mem ten may tram khi chua c6 sit ding S/ cuts nguoi c6 tham 
quyen theo quy dinh cita cac don vi. 

3. Tat ca cac may tinh cuts don vi dugc eau hinh nham vo hieu hod tinh 
nang to d6ng thvc thi (autoplay) cac tap tin ten cac thiet bi luu 66 di dOng. 

4. Tat ca cac tap tin thu muc dugc quet ma do, c trugc khi sao chep, sir dung. 
5. Khi phat hien ra bat kS7 dau hieu nao lien quan den viec nhi6m ,ma dOc 

tren may tram (vi du: may hot d6ng cham bat thueng, canh bao tit phan mem 
phong chang ma d6c, mat du lieu,...), ngugi sir dung phai tat may va bao trtrc 
tiep cho b6 phan c6 trach nhiem xir 1Sr. 
Dieu 6. Sao ltru dir lieu phong 

1. Cac dr lieu quan trong dm don vi phai dugc sao luu, bao g6m: thong tin 
cau hinh 	thing mang, may chit; OAT]. mem 6ng dung va co sa du lieu; tap 
tin ghi nhat 14. 

2. Dan vi phai lap ke hoach va thvc hien sao ltru d6 lieu phi' hgp vgi dieu 
kien dm don vi, dam bao kha nang phtic 116i du lieu khi c6 sit c6 xay ra. 
Dieu 7. Quan 157 thiet bi trong lira. 

1. Cac ha tang ding nghe thong tin phai dugc trang bi tuong lira de ngan 
chan va phat hien cac xam nhap trai phep vao mang nOi b6. 

2. Nhat 14 hog d6ng c6a thiet bi tu&ng lira phai dugc luu giti an toan de 
phuc vu ding tac khao sat, dieu tra khi co sty c6 xay ra. 
Dieu 8. Quan ly nhat ItST trong qua trinh van hanh cac he tilting thong tin. 

1. Don vi phai thgc hien viec ghi nhat 14 (log) ten cac thiet bi mpg may 
tinh, phan mem img dung, diet' hanh, co s& du lieu nham dam bao sit kien quan 
trong xay ra tren he thong ghi nhan va ltru fru. 
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2. Cac nhjt ky nay phai duck bao ve an toan nhAm phuc vu cong tac kiem 
tra, phan tich khi can thiet. 

3. Cac sir kien tOi thieu cAn phai dugc ghi nhjt k)",  gOm: qua trinh (tang 
nhjp he thOng; tao, cap nhjt hoc xoa du lieu; cac hanh vi xem,,thiet ljp cAu 
hinh he thong; viec thiet ljp cac ket n6i bAt thuong vao ra he thong; thay d6i 
quyLl truy cap he theing. 

4.Thuiyng xuyen thgc hien viec theo doi ban ghi nhjt 1(3", dm he thOng va sir 
kien khac c6 lien quan de bao cao danh gia, bac, cao cac rid ro va mirc dO 
nghiem tong cac rui ro do. 
Dieu 9. Quart 157 truy cap 

1. Cac quy dinh ve quan ly truy cap vao he thong thong tin, mang may tinh, 
thiet bi, phAn mem Ung dung cila don vi phai duge quy dinh chi tiet va to chirc 
thtrc hien nghiem tuc, phif hop voi cac quy dinh cua phap lujt ve an toan thong tin. 

2. Mgi tai khoan truy cap cac he thOng thong tin chi dtrgc cap cho mOt 
ngtroi quan 1)",  va sir dung. 

3. Mel can b0, cong chirc, vien chirc va ngue:ri lao dOng chi dtaic phep truy 
cap cac thong tin phi] hop vai chirc nang, trach nhiem, quyen han cna minh, c6 
trach nhiem bao mat tai khoan truy cap thong tin. 

4. Cac he thong thong tin cAn giori han so lAn clang nhjp vao sai lien tiep 
vao he thong. He thOng to dOng khod tai khoan trong mOt khoan tiled gian nhAt 
di/1h tru6c khi tiep tuc cho (rang nhjp lieu lien tuc Tang nhjp sai \wort qua so Ian 
quy dinh. 

5. Tat ca may tram, may chif phai duge at mat khAu truy cap va thiet ljp 
the do to bao ve man hinh sau 10 ph6t khong sir dung. 

6. Khi thiet ljp mpg khong day trong not 1)6 don vi, phai dAt mat khAu tuy 
cap vao mang khong day va chi cho truy cap Internet. 

7. Kat khAu dang nhjp vao cac he thOng thong tin phai co dO pink tap cao 
(co do dai toi thieu 8 1(3',  ty, CO ky to HOA, c6 14, to thuong, 1(3',  to so va ky to 
dAc biet nhu !,@,#,$,%,...) va phai duos thay dei it nhAt 3 thang/ lAn. 
Dieu 10. Quan 157 sir co 

1. Phan loaf mirc do nghiem trong cua cac sir co, bao 
a) Thap: su co gay anh huong ca nhan va lam gian doan hay dinh tre hog 

Ong chinh cua don vi; 
b) Trung binh: str co anh huong ciL mOt nhom ngtrai dimg nhung khong 

gay gian doan hay dinh tre hog Ong chinh cua don vi; 
c) Cao : str co lam cho thiet bi, phan mem hay he tilting khong the sir dung 

duck va gay anh huong den mOt trong cac hog Ong chinh cua don vi. 



d) Kh'An cap: sv c6 anh huang den sir lien toc cua nhieu hog Ong chinh 

dm don vi. 
2. Khi co sv c6 hoac nguy co mat an toan thong tin thi Hieu tnrang dcm vi 

phai chi dao kip thai de khac phoc va han the thiet hai, bao cao bang van ban 

cho co quan cap ten. 
3. Truemg hop có su ca nghiem trong a mirc d6 cao, khan cap hoac vugt 

qua kha nang khac phvc dia don vi, Hieu truang phai bao cao ngay cho co quan 

cap ten quan V/ dugc huang d'an, h76 trg. 

Dieu 11: Cac hanh vi bi nghiem cam 
1. Tao ra, cai dat, phat tan vi rut may tinh, phAn mem dac hg trai phap luat. 

2. Xam nhap, sira d6i, xoa be) not dung thong tin dm don vi, ca nhan khac. 

3. Can tr .& hog clang cung cap dich vv cua he th6ng thong tin nganh. 

4. Ngan chan viec truy cap den thong tin ciia don vi, ca nhan khac tren moi 

truang mang, trir tnremg hop phap luat cho phep. 
5. Be khoa, tr8rn cap, sir dung mat khau, khOa mat ma va thong tin cila don 

vi, ca nhan khac tren moi truong mpg. 
6. Hanh vi khac lam mat an toan, bi mat thong tin ciia don vi, ca nhan khac 

dugc trao doi, truyen dua, hru trir teen moi truang mang. 

7. Kh8ng dugc clang tai thong tin sai su that gay hoang mang du Juan 

8. Khong dugc clang tai thong tin dam 8, di3i troy. 

9. Kh8ng dugc dang tai, phat tan thOng tin tuyen truyen chtmg nha nuac. 

10. Kh6ng dugc clang tai thOng tin gay roi tat to cong Ong. 

11. Khong dugc dang tai, phat tan thong tin vu kh6ng ngueri khac. 

12. 'Chong dugc clang tai, phat tan th8ng tin sai su that ve san pham, hang 

hoa. 
13. 'Chong dugc dang tai bi mat cong tac, bi mat nha nuoc. 

14. Khong dugc clang tai thong tin phi& dien mat chieu. 

15. Khong dugc gioi thieu ten, dang tai hinh anh don vi cong an. 

Chtrung III 
TRACH NHItM DAM BAO AN TOAN THONG TIN 

Dieu 12. Trach nhi.01 cua can b9, cong chirc, vien chirc va ngtro'i lao dOng 

trong dun vi 
1. Trach nhiem ciia can I), cong chirc, vien chirc phu trach an toan thong 

a) Chili trach nhiem dam bao an toan thong tin dm don vi; 

b) Tham muu hieu truang ban hanh cac quy dinh, quy trinh not 1)8, trien 

khai cac giai phap ky thuat dam bao an toan thong tin; 

tin: 
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c) Thgc hien viec giam sat, danh gia, bao cao hieu truong cac rui ro mat an 
toan thong tin va mtrc d0 nghiem tong cua cac rui ro do; 

d) Ph6i hop \fed cac ca nhan, dan vi c6 lien quan trong viec kiem sat, phat 
hien va khac phuc cac ski c6 an toan, an ninh thong tin. 

2. Trach nhiem c6a can b0, cong chirc, vien chirc trong dan vi: 
a) Nghiem tilc chap hanh cac quy dinh, quy trinh not b0, Quy the nay va 

cac quy dinh khac cua phap luat ve an toan thong tin. Chiu trach nhiem dam bao 
an toan thong tin trong pham vi trach nhiem va quyen han dugc giao; b) M6i can 130, cong ch6c, vien chirc va ngtrai lao dOng phai c6 trach nhiem 
to quart b't, bao quan thiet bi ma minh dugc giao sir dung; khong toy thay 
than lap cac thiet bi tren may tinh; kh6ng duoc vao trang web khong ro ve not 
dung; khong tai va cai dat cac phan mem khong 1.6 ngu6n gac, kitting lien quan 
den chuyen mon; khong nhap chuOt vao cac throng an la khong ro ve not dung; 

c) Khi phat hien nguy co hoc str c6 mat an toan thong tin phai bao cao 
ngay ved cap teen va b0 phan chuyen trach cong nghe thong tin c6a don vj de kip 
tiled ngan chan va xir 

d) 
Tham gia cac chuang trinh dao too, 110i nghi ye an toan an ninh thong tin 

do cac don vi c6 chtit nang to chirc. 

Dieu 13. Trach nhiftn ctia Hi?u trtr&ng dun vi 
1. Hieu true:mg c6 trach nhiem to chirc thtrc hien cac quy dinh tai Quy the 

nay va chiu trach nhiem trtrac cap tren va trtrac 1:13,  ban nhan dan thanh ph6 
trong cong tac dam bao an toan th8ng tin ctia dan vi minh. 

2. 
Phan cong mot b0 phan hoc can 138 chuyen mon chuyen trach dam bao 

an toan thong tin dm don vi; tat) dieu kien de cac can b8 phtt trach an toan thong 
tin dtrgc hoc tap, nang cao trinh do ve an toan thong tin. 

3. 
Xay dung quy dinh, quy trinh not 138 ve dam bao an toan thong tin phir 

hgp vori Quy the nay va cac quy dinh cua phi]) luat. 

, 4. Phoi hop, cung cap thong tin va tao dieu kien cho cac don vj co tham 
quyen trien khai cong tac kiem tra khac phpc sy. c6 xay ra mgt each kip thoi, 
nhanh chong va dot hieu qua. 

5. Phoi hop chk the voi C8ng an thanh ph6 trong ding tac phong ngira, 
dau tranh, ngan chan cac hogt dOng xam pham an toan, an ninh thong tin. 

Dinh kS, 
 hang quy, don vj lap bao cao ve tinh hinh an ninh, an toan thong tin 

va giri ve PhOng Gido duc va Dao tao./. 
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